BJIoKHpOBKA KOHKYPEHTOB ¢ IOMOIIBIO BCTPOEHHOT0 (paepBoJia ¢ Bed
unTepdeiic WM ¢ KoMaHaHOI cTpoku backstage

1. 3axomum Ha Bam mHCTaHC(calT) THIKHYB LOQIN cBepxy crpasa

& ScreenConnect

2. BBoaum maponb v 3aX0 UM B YUETHYIO 3aITUCh
3. BriOupaem kiiMeHTa Tam TJie¢ XOTUM MTOCTaBUTh OJIOK

Access All Machines by Company % Join P Edit B RunTool ees More DESKTOP-8PODL5A

Install an agent and connect to unattended devices
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Your machine has connected

4. 3axouM K KJIMEHTY U:
4.1 Ecnu He 31aeM UII nHCcTaHCca ¢ KOTOPOro CUASAT KOHKYPEHTHI TOI/IA:



4.1.1 3axonum B BPAY3EP B Bknaaky “3arpy3ku’” u ThIKaeM Ha
CUMBOJI CCbUIKHU WJIU K€ CMOTPUM €€

4.1.2 KonupyeM CChUIKY M OTKPhIBAEM KOMaHIHYIO CTPOUKY (HaKUMaeM
WIN + I ¥ nUIIeM B OKHE KOTOPOE OTKPhLUIOCH CM, 1mociie CHU3Y T/e
MKOHKHU IPUJIO’KEHUH ThIKaeM Ha IKM 110 HUKOHKE KOMaH/JIHON CTPOKH U
HOKMMAeM Ha 3aIyCK OT aJIMHHCUTPATOPA) WX NEPEXOUM B KOMAaHHYIO
CTPOUKY B Opay3epe(rkoHka Huke) Janee mar 5

Oripeite

MEM 3amyck OT MMEHW 3AMUHUCTPATOPA

3akpenuTs Ha naHenw Iazad raM.riie XoTHM NOCTaAaBHTHh 00K

KomangHan cTpoka

=2 3akpenutb Ha naHenn 3agay

[
®
®©
=
=}
=2
)
£
[
)
@

4.1.3 TlurmieM B OTKPHITOM OKHE WJIU )K€ Ha CaliTe JaHHYIO
komanay: nslookup example.com (Oto npuMep eciu y Hac K MpUMEPY CChIIKA Ha
CKauKy TakKas
https://example.com/Bin/ScreenConnect.ClientSetup.exe?e=Access&y=Guest&t=
%D0%A2%D0%B5%D1%81%D1%821&c=%D0%9A%D0%BE%D0%BC%D0
%BF%D0%B0%D0%BD%D0%B8%D1%8F2&Cc=&C=&C=&C=&C=&C=&C=)

4.1.4 'Y Bac BbUIE3ET OTBET IO TUITY TOT'O YTO HUXKE

8. Bce npaea aWMeHsl.

Bam HeoOxomaum BTOPOM UIT aJpec Ha CKPUHE BBIIIIE, 3AIIOMUHAEM €ro

Hanee mepexoaum K mary S



4.2 Ecnm 3naem UII nncTanca ¢ KOTOPOTO CUAAT KOHKYPEHTHI TOT1a TIEPEX0IUM K
mary 35

5. [IponuceiBaeM clieyromie KOMaHIbl B HOBOM OKHE MEHSISl HA CBOU
3HaveHus1(CMd, 9ToObI OTKPHITH eImé 1 OKHO Ha/lO MOBTOPUTH MyHKT 4.1.2):

netsh advfirewall firewall add rule name=""Block Incoming IP" dir=in
action=block remoteip=XXX.XXX.XXX. XXX remoteport=YYYY
protocol=TCP

netsh advfirewall firewall add rule name="Block Outgoing IP" dir=out
action=block remoteip=XXX.XXX.XXX. XXX remoteport=YYYY
protocol=TCP

I'ne:

o XXXXXX XXX XXX — IP-aapec, KOTOpHIi HY>KHO 3a0JIOKMPOBATh.

e YYYY — nopt, KOTOpbIii HY’KHO 320JJ0KHPOBATH (€CJIH 3HACTE YTO ITO
MOXXHO yKa3ath win 443 u 8041 mopt 1ByMsi KOMaHIaMU JaObl 3aMPETUTD
MOIKJTFOYATHCS K 000PYI0BaHNIO KOHKYPEHTOB MJIU TIPOITE BaM BCETO
Hamcath any BMECTO CHMBOJIOB, €CJIH HY>KHO 3a0JIOKHUPOBATh BCE MTOPTHI).

o protocol=TCP — crangapTHbIi NPOTOKOJI, TYT HEe MEHsIITe



